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In the past... The future
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PYRAMID Workflow
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Technical Overview
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Command Parser Example

“Task hacker group to disable the Neotonian power grid via a DDoS attack.”

[    // CyberOffenseCommand

    {

        metadata: {

            guid: "da708985-51fd-4e6e-9418-97f16b5a3fa0"   // Unique identifier

            wallClockTime: "2026-07-24Z07:35:27"           // Current wall-clock time

            simulationTime: "2026-03-14Z12:05:21"          // Current simulation time

            timeElapsed: 321                               // Seconds from start of scenario

            source: "Pyramid.Core“

        }

        actor: {

            marking: "hacker group"                        // Name of acting entity

        }

        target: {

            marking: "Neotonian power grid"                // Name of targeted entity

        }

        attack_type: DENIAL_OF_SERVICE                     // Type of cyber offense

        attack_vector: INET                                // Attack vector

        effect: DISABLED                                   // Desired outcome

    }

]



Case study
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The adapted Kadri scenario
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The adapted Kadri scenario
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The adapted Kadri scenario
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The adapted Kadri scenario
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Case study implementation
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Cyber Simulation Visualized
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Diplomacy: political simulator

Sebastian Jensen
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• Accessible way to connect simulation tools

• Front-end to facilitate wargaming

• Combine with real/fast-time simulation

PYRAMID
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